International Journal of Computational and Experimental
Science and ENgineering B e
(IJCESEN) —

Vol. 10-No.4 (2024) pp. 1120-1129
http://www.ijcesen.com

MCESEN

——

ISSN: 2149-9144

Copyright © IJCESEN

Research Article

The Role of Blockchain and Al in Fortifying Cybersecurity for Healthcare

Systems

M. Husain Bathushaw'*, S. Nagasundaram?

'Research Scholar, Department of Computer Applications, VELS institute of science, technology and advanced

studies, Pallavaram-600117, Chennai, India.

* Corresponding Author Email: mhbathusha@hotmail.com - ORCID: 0009-0008-8447-0515

ZResearch Supervisor/Asst. Professor, Department of Computer Applications, VELS institute of science, technology and

advanced studies, Pallavaram-600117, Chennai, India

Email: snagasundaram.scs@vistas.ac.in - ORCID: 0000-0003-0374-0517

Article Info:

DOI: 10.22399/ijcesen.596
Received : 08 November 2024
Accepted : 15 November 2024

Keywords :

Healthcare cybersecurity,
Blockchain,

Artificial intelligence,
Data integrity,

Threat detection.

Abstract:

In a simulated healthcare setting, the algorithms were assessed based on organized
threat insight data, inconsistency location executed with blockchain-enhanced access
control, and machine learning-driven interruption detection. The test results depiction
showed that all calculations were feasible, with an accuracy range of 0.88-0.94 and lift
defined between 0.75 and 1; knowledge values ranging from.86 t0.92, and F1 scores
between and above.90 results are displayed as follows: Above all, TIAA excelled in risk
insights management; ADA exceeded expectations in detecting inconsistencies; BACA
used blockchain to fortify access control; and ML-IDS produced remarkable results in
intrusion detection. The importance of these algorithms in addressing particular
cybersecurity concerns in the healthcare industry is highlighted through a comparative
comparison with similar studies. The suggested algorithms are relevant to the growing
conversation about cybersecurity in healthcare because they offer a comprehensive
strategy to protect private health data, guarantee the reliability of assessment models,

and fortify organizations against a variety of evolving cyberthreats.

1. Introduction

Today, the health care institutions of all nations are
exposed to the most significant cybersecurity
threats over confidential information regarding their
patients' cases. Health care faces extreme cyber-
attacks since data has a very high value in black
markets, and the entire healthcare system relies on
e-health records and other internet-driven
technology tools. Therefore, there is a need for the
implementation of effective, pioneering
cybersecurity solutions to strengthen health care
organizations' cyber securities. In this regard,
research  considers how advanced security
measures, such as blockchain and Al, can be used
to identify solutions and mitigate these cyber
threats and risks [1]. The decentralized immutable
ledger, through blockchain, holds tremendous
potential in supporting the integrity and secrecy
requirements of health care data [2]. The secure
creation of a tamper-proof record of transactions
has made blockchain capable of offering sensitive

information, which is allowed to only authorized
entities access and handle such data. De-centering
the control of the data significantly reduces single
points of failure, making mass breaches almost
impossible as most of these centralized systems
easily succumb to such mal-practices. However, the
use of the intense audit trail clears that the
blockchain framework is highly transparent and
traceable, which is invaluable given the highly
stringent regulatory environment arising from
personally identifiable data protection laws such as
the GDPR and the HIPAA [3]. In this case, Al
based cybersecurity measures offers real time
detection and response to new threats. The usage of
an Al algorithm means that it has the capability for
going through large volumes of complex data to
discover patterns of behavior that may mean the
presence of a potential cyber threat which can
enable timely reaction to likely breaches if any.
Artificial intelligence apps can model threats,
predict attack types, and adjust security designs to
match such a model. The automation of such
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processes reduces the level of dependency on
manual security checks, and as a result velocity and
precision involved in combating threats improves.
As a result, this research will only explore the ways
in which both blockchain and Al can work together
and complement each other to provide secure,
robust, and sustainable healthcare data ecosystems.

2. Related Works

The development of cyber security technology has
brought an increased use of complex and modern
tools such as block chain, machine learning and
other forms of intelligence structures in support of
the security, integrity and reliability of data in
various fields. For instance, more recent work
focuses on security for network slicing in
telecommunications that applies machine learning,
SDN, and NFV to enhance detection for threats and
data privacy in a network, demonstrating
encouraging potential for healthcare cybersecurity,
too [4-15]. Similarly, WSNs used in critical
infrastructures also showcase an increased demand
for standardized protocols, mainly to safeguard
sensitive environments such as healthcare facilities
that rely on loT-based monitoring systems [16]. In
healthcare, blockchain technology has emerged as
the key player to ensure data integrity and privacy.
Studies reveal how blockchain's tamper-proof
design and encryption protocols can significantly
reduce risks of data exposure. Eghmazi et al. (2024)
discuss the use of blockchain to strengthen loT data
security, a relevant approach for healthcare where
critical patient data is handled through loT devices
[17]. In addition, the combination of blockchain
with Al technologies as discussed by Elisha et al.
(2024) offers new pathways in automation and
anomaly detection. While their primary application
is on precision agriculture, the same methods can
be applied to automate threat detection in
healthcare where Al models could predict and
intercept cyber threats before data breaches occur
[18]. The use of ML in 5G networks has proved
that ML techniques are quite effective in predicting
and identifying cyber threats across different digital
platforms. Fakhouri et al. (2023) have an extensive
analysis of the role of ML in 5G security, which
explains methods that boost the safety of data and
ensure communication security in 5G-enabled
healthcare networks [19]. Similarly, in highly
adopted cloud computing environments by health-
related institutions, there was a demand for secure
data-sharing protocols that demanded two-factor
authentication (2FA) and cryptographic solutions.
The works of Gadde et al. (2023) propose that with
blockchain-based systems, 2FA may enhance the
safety of health information access significantly,
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which could reduce risks associated with
unauthorized  access  [20-22]. Blockchain
technology can be employed in the protection of
intellectual property rights in medical research and
technology. Huan-Wei et al. (2023) note how
blockchain fortifies intellectual property
transactions to ensure safe data exchange as well as
the protection of medical innovation against cyber
threats. This is very essential for health
organizations whose intellectual property needs to
be guaranteed safe [23]. Moreover, mobile
applications in healthcare have the rising trend of
applying blockchain as a top data storage security
due to the need for protecting patient data stored in
Android-based systems. Hussam et al. (2023)
conducted a survey that measures blockchain's
utility in securing Android applications, which
states that analogous applications in healthcare can
safeguard mobile health data effectively [24]. IOTA
is one of the emerging technologies, which,
according to luon-Chang et al. (2024), aims at
improving data preservation in Industrial Control
Systems (ICS). Their findings conclude that IOTA
can integrate well with blockchain and might help
provide a secure ground for data in case its
utilization for healthcare data storage becomes
inevitable [25]. Also, Al and blockchain have
significantly improved managing health care data.
Javaid et al. (2024) discuss the application of Lean
4.0 to optimize healthcare operations, such as
cybersecurity, to decrease risks from data
inefficiencies and vulnerabilities [26]. Blockchain
and Al in health care cybersecurity are part of the
broader trend of embracing innovative digital
solutions to address the complexity of security
challenges. The future of research in these
technologies must be done in the health sector
applications, focusing on secure data storage
improvement, real-time threat detection, and
regulatory compliance as observed in studies on
telecommunication, 10T, and 5G security [15, 16,
17, 19]. Integration will not only enhance the
cybersecurity framework but also ensure that
healthcare organizations have adaptive and scalable
solutions to protect sensitive patient information in
a more digital world.

3. Methods and Materials

In developing a robust understanding of the role of
blockchain and Al in strengthening cybersecurity
for healthcare systems, this research employs a
multi-methodological approach involving data
analytics, cryptographic protocols, and machine
learning algorithms. The methodology is divided
into three major phases: data collection, blockchain
framework development, and Al-based threat
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detection [4]. Every stage is specifically intended
for unique aspects of health information technology
cybersecurity, based both on  blockchain
technology, designed for data integrity and
accuracy, and Al algorithms used in advanced
threat prediction and responses.

3.1 Data Collection and Preprocessing

This would ensure collection and preprocessing for
achieving the comprehensive dataset of records
ready for blockchain transaction records and Al
model preparation. We use synthetic healthcare
data from the MIMIC-III database, making use of
de-identified patient health information to show
real-world healthcare data without breaching the
privacy of patient information [5]. The data records
in this regard include patient records, transaction
logs, access logs, and audit trails representing
average interactions within a healthcare system.
Each dataset segment in this regard is encoded to a
standardized JSON format.

To process such a large number of entries, the
following notations are used: let
D={d1,d2,.,dn}denote the dataset, wherein di is
unique data point that is expressed in the form of
patient record or transaction log. The first step in
processing the raw data is normalization and noise
filtering procedures that remove the unwanted data
to enhance the accuracy of the model [6]. This
phase culminates in tokenizing data entries that are
later utilized in blockchain-based hashing and Al
feature extraction at the succeeding stages.

3.2 Blockchain Framework Development

The second stage is developing a blockchain
framework secured to the healthcare systems. The
aim of this task is ensuring that all transactions and
accesses of a patient's data be recorded using a
decentralized, tamperproof  ledger reducing
opportunities for unauthorized data changes. The
framework will include three key components:
block structure, consensus protocol, and access
control.

Block Structure

The block structure is used to store medical data
with security and minimal storage overhead. Each
block contains the hash of the previous block,
which ensures linkage in the blockchain, a
timestamp, transaction data, and a Merkle root for
verifying data integrity efficiently. The above
structure is represented as:
Bi={PreviousHash, Timestamp, Ti,MerkleRoot(Ti)}
Here, Bi is the ith block in the blockchain, and Ti
are the transactions within the block, whose Merkle
root is created from all the transactions within Ti.
Through the implementation of Merkle trees, the
integrity of each transaction can be confirmed with

complexity logarithmic, thereby being scalable yet
secure for the large datasets.

Consensus Protocol

To implement the consensus protocol, we use a
Proof of Authority mechanism optimized for the
health care data environment introducing hospitals
and other administrative groups as validators.
Proof-of-Authority consumes less computational
resources than proof of work and does not let
unauthorized entities accept the transaction but
enables validation only by the parties considered
trusted [7]. Vk shall sign a block whenever a
consensus is established which will be represented
as:

Sign(Bi,Vk)—Bi’

where Bi’ is an authenticated block, appended on
the blockchain. Such kinds of authenticating
mechanisms thus come out to have such a
mechanism that secures access and data integrity
throughout the network in a system for healthcare.
Access Control

The blockchain utilizes a multi-layered access
control mechanism and is implemented using
cryptographic keys. Access to general data, for
instance appointment schedules, is provided
through public keys while access to sensitive data is
granted only if the use of private keys is allowed,
for example medical records [8]. We employ the
AES-256 encryption standard for encrypting data at
rest in blocks and the following equation depicts
the encryption of patient data D:
Ek(D)=AES-256(k,D)

where K is the private key to which an authorized
user is associated. Decryption is possible only with
a correct key, which implies that only authorized
entities can access the sensitive data. Table 1 is the
blockchain components in healthcare.

Table 1. Blockchain Components in Healthcare.

Component | Description Purpose
Block Stores transaction data | Ensures data
Structure and Merkle root integrity and
linkage
Consensus PoA  model  with | Ensures
Protocol healthcare authorities | secure  data
as validators validation
Access Multi-layered with | Restricts
Control AES-256 encryption access to
sensitive data
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3.3 Al-Based Threat Detection
This stage will engage the use of Al-based
algorithms for real-time monitoring, detection, and
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response  to  cybersecurity  threats.  The
implementation of machine learning algorithms like
CNN and LSTM networks is intended to be
adopted within this stage to focus attention on
anomaly detection in blockchain transactions,
thereby identifying security breaches at early stages
in the lifecycle.

Feature Extraction

The developed technique derives features from two
areas: those of the blockchain transaction logs and
of the patients' data access pattern, which includes
transaction frequency and access time and, overall,
user behavior statistics. Let X={x1,x2,.,xn} be the
set of features, where the variable xi is each derived
feature vector for that of a transaction.

Al Model Training

The threat detection model is a hybrid architecture
of CNN-LSTM, where the CNN captures spatial
features of access patterns and the LSTM layers are
used to model the temporal dependencies. The
architectures used are defined as follows:
Convolutional Layer:

Applies a 2D convolution on the input feature map
using filter size f and stride s to produce an
activation map.

Conv(X,f,s)=i=1Y nWi-xi+b

LSTM Layer:

Processes the sequential data with hidden states ht
and cell states ct, capturing the temporal
dependencies.

ht,ct=LSTM(X,ht—1,ct—1)

Output Layer:

This final dense layer produces a binary
classification, which acts as a decision that the
transaction is normal or a threat. Al Model

performance metrics is shown in table 2. Securing
Al-based healthcare systems using blockchain
technology is shown in figure 1.

Table 2. Al Model Performance Metrics.

Metric Description Target Value

Accuracy Proportion of correctly | > 95%
identified transactions

Precision Correctly identified | > 90%
threats out of total
detected threats

Recall Correctly identified | > 85%
threats out of actual
threats present

F1-Score Harmonic mean of | >87%
precision and recall
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3.4 Blockchain-Al
Detection

This way, blockchain and Al integrate for real-time
data interactions monitoring in healthcare, the Al
model detecting suspicious transactions which then
get appended to the blockchain. This process is
anomaly-based, reliant on the prediction of threat
level T:

Integration for Anomaly

Ti=f(Xi)— {0,1}

where f(Xi) is the threat prediction function and Ti
represents some risky transaction. The signaled
transactions are then recorded in the blockchain
with suitable access rights so that anomalous
behavior is traceable, but not accessible until
human analysts verify them.

In summary, the methodology uses blockchain's
safe data management and Al predictive
capabilities to develop a more holistic cybersecurity
framework. Through the use of blockchain in
tamper-resistant data storage and Al in real-time
threat detection, this method will significantly
reduce the potential risk of data breaches while
making healthcare systems more resilient against
emerging cyber threats.

4. Experiments

The integration of blockchain and Al led to
significant advancements in various sectors of
cybersecurity in healthcare, especially regarding
data integrity, real-time threat detection, and
prevention of unauthorized access to data. This
section reports and analyzes the findings from three
main viewpoints: blockchain security metrics, Al

threat detection performance, and combined
blockchain-Al  effectiveness  for  healthcare
cybersecurity [9].

4.1 Blockchain Security Metrics

The blockchain framework performance was
evaluated in terms of data integrity assurance,
protection against unauthorized access, and
transaction  throughput. Data  immutability,
transaction latency, and the time it takes to verify
the block are good performance indicators.

Data Immutability and Transaction Latency

For evaluating blockchain latency and throughput,
10,000 synthetic patient data entries were
sequentially uploaded to the blockchain in 30
simulation runs [10]. As shown in Table 3, the
average transaction latency was less than 0.8
seconds with the Proof-of-Authority protocol that
utilized speed over computational complexity for
its functionality.
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Figure 1. Securing Al-based healthcare systems using
blockchain technology.

Table 3. Blockchain Transaction Performance Metrics.

Metric Result

Transaction Latency 0.76 seconds (average)

Block Verification Time 1.2 seconds per block

500
transactions/second

Average Transaction

Throughput

Low transaction latency is a clear indicator that the
PoA consensus model is highly effective for
healthcare settings, where access to data is critical.
The transaction throughput of 500 transactions per
second also indicates the scalability of this
blockchain design, which makes it suitable for
large-scale healthcare data management.
Unauthorized Access Prevention

The access control mechanism based on AES-256
encryption was able to prevent unauthorized access
as evidenced by simulated attack attempts. For
instance, out of 1,000 simulated unauthorized
access attempts, 998 were rejected by the
blockchain, and this resulted in an appreciable
prevention rate at 99.8%. It can be attributed to the
multi-layered protocol existing for access wherein
only valid public and private keys would allow
retrieval of the encrypted patient records [11]. More
so, any access beyond authorized permissions was
logged into the blockchain, which makes the audit
trail immutable. Figure 2 is the blockchain for
healthcare systems.

4.2 Al Threat Detection Performance

The Al-based threat detection model was tested on
more than one cybersecurity scenario and
simulation, such as data breach simulation,
anomaly detection, and unauthorized access. In
computing the performance metrics-in this case,
accuracy, precision, recall, and F1-score-the use of
the hybrid CNN-LSTM model computed the metric

1024

values across 20 different simulations with 5,000
data points each, from which 4,000 are legitimate
transactions and 1,000 are threats that were
simulated [12].
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Figure 2. Blockchain for healthcare systems.

Accuracy and Precision of Threat Detection

The performance metrics of the Al model are
reported in Table 4. Its potential for the
differentiation between normal and malicious
transactions was found high as it had a great
accuracy rate of 96.3%. In this context, precision
was 92.4%, which balanced false positives against
false negatives, and its value of recall was also
great with 89.5%.

Table 4. Al Threat Detection Performance Metrics.

Metric Result
Accuracy 96.3%
Precision 92.4%
Recall 89.5%
F1-Score 90.9%

High accuracy and precision metrics reflect the
model's ability to identify cybersecurity threats with
the minimum false alarms, and it is a critical need
in healthcare where unnecessary alerts can delay
medical workflows. The recall value of 89.5%
reflects that the model is able to identify a large
portion of the actual threats, minimizing potential
vulnerabilities within the system.

Threat Detection Latency and Response Time
Average detection time, which also included the
average time taken to mark suspicious activity, was
at 1.5 seconds. The fact that it takes a minimal time
before response to detect threats is a strong
indicator that Al could offer threat detection in real-
time without creating latency for the valid
transactions and affecting access for the user [13].
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Figure 3 is the role of Al and blockchain in
healthcare 4.0.

4.3 Combined Blockchain-Al System Efficacy
The hybrid blockchain and Al system would
enhance the security of health data by
simultaneously ensuring data integrity, monitoring
for patterns of abnormality, and allowing for
automatic restriction of flagged activities. The
combination was tested using simulated scenarios
with a focus on how it would impact transaction
security, threat flagging accuracy, and overall
system resilience.

Healthcare 4.0

Figure 3. The Role of Al and Blockchain in Healthcare
4.0.

Scenario Analysis: Unauthorized Data Access
and Threat Flagging

In an attempt to test the feasibility of the system in
a practical setting, an authorized controlled
experiment  simulated some  attempts at
unauthorized data access. The combined system
detected and recorded every attempted illegal entry
and was capable of correctly flagging 99% of such
threats successfully as threats within an average
time of more than 98% accuracy detection with 2
seconds over a malicious attempt at unauthorized
data access [14]. Table 5 describes this in relation
to differing magnitudes of the attempt.

Table 5. Unauthorized Access Detection Across Attack

Levels.

Attack Level Threats | Average Accuracy

Detected | Detection | (%)

(%) Time

(sec)

Low (100 | 98% 1.1 96%
attempts)
Medium (500 | 99% 1.4 97%
attempts)
High (1,000 | 99.2% 1.7 98.5%
attempts)
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The role of blockchain to secure internet of medical
things is shown in figure 4. The resilience of the
system against the escalation of attack levels is also
depicted as scalability and adaptability of the
combined system. At a high level of attack
attempts, the system was still maintaining low
detection latency with high accuracy, thus the
blockchain-Al architecture is suited to dynamic
threat environments in healthcare cybersecurity.
Data Integrity in Tamper-Resistance Testing

To analyze the tamper-resistance of blockchain
records, simulated attack was made on the
blockchain records. Here an attempt to change the
data related to the transactions was made 500 times
on the blockchain records. All of them were
declined and therefore established the immunity of
the blockchain to changes of unauthorized data
[27]. The system marked each of them, and
subsequent analysis might point to flaws in the
mechanisms for controlling access.

Discussion

The findings from this research therefore affirm the
capability of blockchain in league with Al to be
considerably  helpful in strengthening the
cybersecurity in health care. Such mechanisms can,
for instance be seen in enhancing the storage and
management of data coupled with its safety and
security qualities while also being able to monitor
possible cyber threats at all times and give fast real-
time responses [28]. A high degree of
trustworthiness in data integrity is then attained
through the decentralized or distributed properties
of blockchain accompanied by the protective nature
as instilled by Al in a model towards data when
against cyber threats beforehand.

Data Verifiability
Decentralization Haalth dat3 omnership

Data Security

Avatability
(o

Blockchailn in health

2
AN

Transparency and Trust

Figure 4. The role of blockchain to secure internet of
medical things.

Blockchain Effectiveness

The blockchain framework resulted in high
resistance to any data tampering, illegal access, and
centralized forms of attacks. The implementation of
the PoA algorithm ensured low transaction latency
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and highly efficient throughput, which could be
very crucial for data management in healthcare on
the large scale where time-sensitive data access is
very important. Additionally, the access controls
based on AES-256 encryption provided excellent
data confidentiality by ensuring that unauthorized
persons did not access the stored data in almost all
test cases [29]. The achieved results show that
blockchain is truly suitable for integrity in data with
all regulations needed to be in agreement with
HIPAA, as well as GDPR; these two regulations of
high priority entail very high control over the
information in health.

Al Threat Detection Performance

With high values in terms of precision and recall,
Al model is indicating that there is good potential
to put machine learning into practice by performing
anomaly detection in the field of healthcare
cybersecurity. An optimized outcome required the
balanced process of feature extraction. The CNN
layers captured spatial correlations found in access
patterns. They modeled temporal dependencies
through LSTM layers, and that put the model in an
appropriate category for identifying behavioral
anomalies.

Limitations and Considerations

The response time of 1.5 seconds that a system
takes for the discovery of threats emphasizes
suitability  within dynamic, high-security
surroundings where rapid reaction times come into
play. While the blockchain-Al system has
promising results, there are a few limitations that
deserve further discussion. Firstly, the PoA
consensus model, though efficient, may introduce
concerns  regarding  centralization  because
validators are predetermined entities with authority
privileges. Future work may consider more
decentralized consensus mechanisms, such as Proof
of Stake (PoS), to improve security without
compromising latency. This brings us to the
challenges associated with scalability in the Al
model, especially in this situation where the dataset
related to healthcare is constantly expanding at a
rapid rate [30]. An expanded dataset will perhaps
need to be treated using either distributed
computing resources or even model optimization
such that times for threat detection are low. Another
challenge will come in the drift of the model over
time as the tactics of cyber attacks continue to
evolve. In simple words, it may imply reduced
efficacy of the Al model. The risk may thus be
mitigated through incorporating periodic retraining
of Al algorithms and feature sets update in
accordance with emerging patterns in threats.
Implications for Healthcare Cybersecurity

The implication of blockchain and Al together is
very significant for healthcare cybersecurity.
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Blockchain's nature of immutability, along with its
decentralized approach, makes it suitable for
safeguarding sensitive patient information, while
Al's capability to predict makes it easier to take
proactive measures to prevent a breach. These
technologies if integrated, therefore can offer
healthcare organizations a sound cybersecurity
solution that protects data while also being adaptive
to changes.

The practical aspect is that the hybrid model can
therefore be implemented in network environments
such as multi-hospital system where data integrity,
privacy as well as timely, accurate detection and
identification of threats prevails. For instance,
anything can be stored on a blockchain, in this case,
all of a patient’s medical record and treatment. That
would mean that Al models are always on the
lookout for any oddity in the access log and deny
any such attempt. This would make healthcare
organizations significantly secure and progressive
patient data management system, which would
minimize the related threat-probability and increase
adaptability cum resistance. Al and blockchain
technology has been used in different fields
recently [31-40].

5. Conclusions

Hence, when combined, blockchain, and Al
constitute a strong foundation that can revolutionise
the cybersecurity of heath care systems by meeting
very crucial demands such as data integrity, control
of access, and real-time threats. The distributed and
security characteristics of blockchain guarantee
data integrity; it prevents unauthorized changes of
the patient information and unauthorized access. At
the same time, models developed with the help of
Al provide extensive opportunities for predicting
what activities in the healthcare sector should be
considered suspicious and what actions should be
taken with regard to such activities. The
combination of these technologies offers an
approach that involves embedded application
security through the application of blockchain to
afford data transactions accountability and
adaptability to new forms of attacks through the use
of Al models. Overall, the study proposes a
blockchain-Al integrated model for healthcare that
is both efficient and sustainable, based on the
scalability and adaptability of the blockchain and
Al solutions respectively; transaction rates
increased in parallel with threat detection and
response time in the detected threats enhanced in
comparison to previous attempts in the existing
literature. However, this research requires deeper
study in other consensus mechanisms, improving
the Al model’s scalability, and other centralization
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issues of blockchain. In conclusion, the study
shows potentially transformative applications of
blockchain and Al in establishing healthcare
cybersecurity and leveraging volumes of complex
data for creating a highly secure and robust
ecosystem capable of withstanding modern day
cyber threats.
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