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Abstract:

The risk and compliance management of large IT projects is characterized by
fragmented, periodic and reactive processes, despite the existence of many risks and
highly regulated environments. The existing governance for risk and compliance is
primarily achieved through the use of static registers, retrospective audits and manual
reporting mechanisms to gain limited visibility into emerging issues. This paper
proposes the concept of Integrated Risk and Compliance Analytics (IRCA), a
governance capability that enables the continuous, data-driven monitoring of very large
IT projects, using IT governance and enterprise risk management literature to develop a
conceptual framework that pulls together multiple sources of program information
(delivery metrics, control evidence, audit logs and operational risk indicators) into a
single layer of analysis. The conceptual framework created within this paper illustrates
how various analytical functions (risk scoring, compliance deviation detection, and
early warning indicators) can enable timely decision making and adaptive governance.
Therefore, this paper presents an alternative model to the traditional literature regarding
risk and compliance analytics, and argues that this is more of a dynamic oversight
mechanism for control, rather than just a reporting tool.

1. Introduction

The large-scale IT programs are increasingly
widely regarded as the backbone of organizational
transformation since they are enabling businesses to
upgrade their old systems, bring their digital
platforms together, make advancements in analytics
useful for their operations, and keep up with the
growing amount of regulatory and reporting
requirements in both private and public sectors
[1][2]. These programs involve major investments
that are often spread over years, and they require
very complex and close coordination between many
different parties such as the internal business units,
the IT functions, the external technology vendors,
the consulting firms, and the regulators [3]. The
sheer number and diversity of such initiatives result
in a big web of technical, organizational, and
contractual interdependencies, where one decision
or one failure in a particular area can very quickly
spread to the entire program [4]. Hence, the risk
that comes with large-scale IT programs is not just
one-sided and is not confined to the traditional
worry of the projects taking longer or costing more,
but rather it encompasses the whole range from

being out of sync with the business strategy, to not
getting the value that was anticipated, to being
more exposed to cybersecurity attacks, to losing the
integrity of data, and to being non-compliant with
laws and regulations [5][6]. All these risks can lead
to serious problems, for example, loss of reputation,
disruption of operations, and the power of
stakeholders being confidence, especially in the
case of highly regulated sectors or public-facing
situations [7].

Nevertheless, the increase in complexity and the
strategic importance of such programs have not
been a reason for a change in the governance and
oversight practices of many organizations which
still rely on linear, plan-driven models assuming
stability in requirements, technologies, and external
conditions [2][8]. Traditional methods frequently
place an over-reliance on inflexible, non-adaptable
risk registers that only capture the situation at a
single moment in time, periodic audits, and
milestone-based reporting, which are totally
incapable of recognizing emergent risks, feedback
loops, and the shifting nature of threats [4][9]. The
disparity between the dynamic risk environment of
large-scale IT projects and the static nature of
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prevailing governance mechanisms not only
restricts the management of organizations in
foreseeing, sensing, and simultaneously responding
to changing risks but also imposes a high risk of
cumulative failures and poor program outcomes [5].
IT programs on a large scale, at the same time, have
to deal with the strictest, overlapping, and
constantly changing regulations and compliance
requirements that are not only modern but also
check-point based assurance models [6][7]. Data
protection rules, cyber security, financial
accountability, operational resilience, and industry-
specific standards create a continuous duty to
monitor and enforce compliance across the whole
program lifecycle [6]. Nevertheless, compliance
supervision in many companies still has a structural
and  operational separation from  project
management and enterprise risk management
activities and “plays” mainly as an independent
assurance or control verification function [8][9].
This separation strengthens silos that exist between
departments, restricts sharing of information and
understanding of how from  compliance
perspectives delivery risks, architectural decisions
and operational trade-offs are intertwined [3][10].
As a result, compliance issues are often detected
belatedly through audits, regulatory reviews, or
post-incident investigations when it is already too
late and the available corrective actions would be
costly, disruptive to program momentum, or
damaging to the organization’s reputation and
stakeholder trust [7].

The limitations of traditional approaches can be
overcome through better on-going continuous and
evidence-based program oversight using new
technologies such as enhanced analytics, improved
methods for integrating data effectively, and
modern monitoring methods [9, 10]. The
combination of multiple sources of data has created
analytical capabilities within businesses to predict,
trend, and escalate in an efficient manner [10].
Current research has primarily focused on
examining Analytics, Risk Management, and
Compliance (RMC) separately, and therefore, does
not provide much theoretical or practical guidance
as to how these capabilities can be systematically
integrated within the governance structure for
Large-Scale IT Programs [1, 4]. As such, the field
of integrated risk and compliance analytics is still
in its infancy from a theoretical perspective,
particularly with regard to using analytics as a
continuous capability for governance rather than
solely as a reporting or monitoring tool [5, 9]. This
review addresses the existing gap by investigating
how Integrated Risk and Compliance Analytics
provide Strategic Oversight, Use of Adaptive
Decision-Making, and Value Protection
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Throughout the Lifecycle of Large-Scale IT

Programs.
2. Background and related work

Large-scale IT programs are acknowledged as
intricate socio-technical systems where uncertainty,
interdependence, and scale are the main factors
responsible for both risk exposure and governance
difficulties [11][12]. Previous studies related to IT
program management and enterprise systems report
high failure rates due to the same reasons, i.e., cost
overruns, schedule delays, scope creep, and unmet
strategic objectives [13]. Weak risk identification,
poor escalation mechanisms, and limited interaction
among the governance actors are the reasons behind
these outcomes most of the time [14]. The
management of risks in such programs has used,
mainly, through periodic assessments, qualitative
risk registers, and executive judgment, which might
be good for documentation and accountability but
often do not reveal the dynamic changes of risk
during the program life cycle [12][15]. The larger
the programs become and the more the delivery
models set toward agile and hybrid approaches, the
more the problem becomes that of temporal
mismatch between the rapidly emerging risks and
the infrequent oversight cycles [14][16].

In parallel, compliance supervision has turned into
a major concern for governance due to the
increasing number of regulations and the growing
number of digital regulations [15][16]. The large IT
projects are now required to comply with numerous
overlapping regulations regarding data protection,
financial controls, cybersecurity, and operational
resilience [11]. The existing literature points out
that compliance management is mostly set up as an
assurance function, focusing on the observance of
established controls, documentation standards, and
readiness for audits [13][15]. This way of managing
compliance supports regulatory accountability, but
it very often functions apart from the program
delivery and the risk management activities [14].
Consequently, compliance deviations are usually
detected afterwards via audits or reviews, thereby
limiting the organization’s capacity to act
preventively [12][16]. Researchers have pointed out
that this division solidifies siloed governance
structures and limits a comprehensive view of the
interactions between delivery risks, control failures,
and regulatory obligations in practice [11][15].
Although interest in applying analytics to
governance and management of risks is increasing,
the bulk of research has addressed analytics, risks,
and compliance as three independent research
areas. The use of analytics to govern IT has
emphasized monitoring the performance of IT
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projects through performance metrics, transparency
to executive management through reporting, and
cost, schedule, and benefit realization metrics.
These works demonstrate how analytics can
improve oversight of IT projects, but they tend not
to give sufficient focus to compliance evidence and
regulatory risks as primary sources of analytical
evidence. In contrast, research on compliance
generally emphasizes the need for control and
assurance over an organization’s compliance, but is
generally limited to presenting descriptive statistics;
for the most part, such research does not use the
predictive or forward-looking analytics that will
help to identify new or emerging compliance-
related risks. Communication and information
breakdowns between the various risk, compliance,
and program management functions also contribute
to the fragmented nature of this area. More recent
research has emphasized the importance of utilizing

continuous or integrated oversight of risks,
especially in organizations that are digitally
intensive  or  regulated. Data integration

technologies, monitoring tools, and analytical
capabilities can integrate the various types of data
generated by the different functions within an
organization. Examples include  delivery
performance metrics, incident logs, control test
results, and audit findings.

The combination of different existing research
domains into one illustration demonstrates that
traditional risk management, compliance assurance,
and governance analytics are separate domains that
do not connect well together. The diagram
identifies a number of gaps within the analytical
structures of each sector, and provides a new
framework for integration of all sectors into one
cohesive framework.

In conclusion, prior research has only partially
integrated the research streams associated with risk
management, compliance, and the increasing role
of analytics in IT governance. There remains little
guidance to help organizations manage risk and
compliance together on a more comprehensive
basis for large IT programs that are complex and
require a significant amount of resources. Research
to date has generally focused either on the delivery
risk/enforcement or on regulatory compliance, with
very little focus on how the two elements work
together over time and the way that analytics help
facilitate connections between the two. The
fragmentation of these concepts presents significant
challenges to  both  conceptualizing  and
implementing risk and compliance integration,
especially in rapidly changing EU regulatory
environments. In the subsequent sections of this
article, we will build upon this framework to
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develop integrated risk and compliance analytics as
a dynamic governance feature of large IT programs
that can help organizations effectively manage their
resources, keep pace with changing regulations,
improve program visibility, and ensure they are
obtaining an expected return on investment (RID).

3. Conceptual foundations

Large-scale IT programs function in an
environment marked by high uncertainty,
institutional ~ complexity, and  information

inadequacy, thus, creating the necessity of proper
governance dependent on the organization's ability
to perceive, understand, and act on the risks and
compliance obligations that are coming up [17][18].
The basic literature on IT governance and
enterprise risk management gives emphasis to the
importance of the formal structures, decision rights
and control mechanisms in making IT initiatives
compatible with the objectives of the organization
[19]. Nevertheless, these views have long regarded
governance as a relatively unchanging mix of roles
and processes, hence, providing little explanatory
power for the fast-changing and regulations
changing environments [18][20]. In order to
overcome this draw back, the researchers have been
utilizing the dynamic capability theory and the
information processing theory more and more to
narrate how organizations adjust their governance
mechanisms when faced with uncertainty [17][21].
From this aspect, the effectiveness of governance is
determined by the availability of not only the
predefined controls but also the organizational
capacity to process the timely and relevant
information and then to translate it into coordinated
action [20]. This capacity is of utmost importance
in the case of large-scale IT programs, as the risks
and compliance deviations usually come up
gradually through operational signals that are not
visible to the top level decision makers until the
formal reporting period comes [18][21].

Integrated Risk and Compliance Analytics (IRCA)
has theoretical bases to thank for its upturn and has
the analytics reconsidered as a driver of governance
and not a reporting tool with no activity [17][20].
IRCA keeps on collecting and analyzing data from
different sources related to delivery performance,
risk indicators, and compliance evidence which
leads to the processing of more information by the
organization and the application of dynamic
governance reactions [21]. This view has analytics
referred to as a mediating agent between the
execution of the program and the strategic
oversight, which enables the governance players to
pick up weak signals, evaluate the implications
across domains, and take action before the risks or
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compliance issues get worse [18][19]. Thus, IRCA
is in line with the larger theoretical changes that
give priority to adaptability, learning, and feedback
in intricate organizational systems [17][20].
Integrated risk and compliance analytics can be
viewed as a combined governance ability built upon
data, analytics, and the framework of the
organisation itself. According to dynamic capability
theory, these types of capabilities are not static but
instead develop through continuous
sensing/seizing/reconfiguring processes. In the
context of large IT programs, sensing refers to the
ability to identify potential delivery risks and
compliance deviations on an ongoing basis; seizing
means making informed decisions regarding
delivery risk and compliance priorities from a
governance perspective; while reconfiguring means
adjusting controls, providing resources, or adjusting
oversight mechanisms through the use of analytics
to identify delivery risk and compliance deviations.
Information  processing theory complements
dynamic capability theory in terms of providing
information-processing theory with an explanation
for how analytics allow for the reduction of
uncertainty and equivocality by converting
dispersed operational data into actionable
information for governance.

In addition to that, this way of thinking brings out
the relational and organizational aspects of the
governance supported by analytics. The success of
IRCA will not depend solely on the technical
infrastructure but also on the extent to which the
analytical core is connected with the decision-
making and accountability structure and taking of
the processes for decisions that are beyond the
normal course that have been agreed upon. If there
is no clear assignment of responsibility and no
agreement on how to interpret the input, the use of
analytics will become a source of information
overload rather than a source of governance
intelligence. The organizations can move from the
reactive control approach to proactive and adaptive
governance by incorporating risk and compliance
analytics into formal oversight practices, steering
committees, and program management offices. This
conceptual ground explains the basis for the
framework that is going to be presented in the next
section; it will make integrated risk and compliance
analytics available in analytically distinct but
interrelated dimensions suitable for systematic
examination.

4. Conceptual framework for integrated risk and
compliance analytics

In this research, Integrated Risk and Compliance
Analytics (IRCA) is viewed as a comprehensive
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governance framework that allows permanent, data-
driven monitoring even in large-scale IT programs
with complicated and unpredictable environments
[22][23]. The said framework not only covers but

also solves the shortcomings of previous
governance techniques that regarded risk
management, compliance  enforcement, and

governance analytics as more or less separate and
consecutive actions with hardly any interaction or
shared visibility [24]. On the other hand, IRCA has
combined those elements into one operation that is
able to do sensing, interpretation and informed
intervention all through the program lifecycle in a
proactive manner [25]. It is based on the premise
that large-scale IT projects produce huge amounts
of varied data such as delivery performance
indicators, dependency maps, incident and defect
logs, testing results of controls, audit evidence, and
regulatory artifacts [23][26]. A significant portion
of this data in the conventional governance setups
remains scattered, underutilized, or analyzed only
after the event, thus, restricting its contribution for
the timely monitoring [22][24]. IRCA transforms
these data streams from being a burden to being a
source of power in governance strategy, thus,
allowing organizations to detect weak signals,
monitor changing risk patterns, and pinpoint
compliance pressure areas before they turn into
crises [25].

The analytics aspect of the IRCA framework is
characterized more as a support for connecting and
coordinating various components that strengthen
the ability to make better decisions, provide
effective coordination, and assure accountability,
not merely a "technology" or "tool" for
accomplishing a task [23][26]. The IRCA
framework emphasizes the use of the analytical
insights generated through analytics to determine
what should be considered and used to facilitate the
process of governance with regard to establishing,
implementing, and maintaining formal control
structures, the definition of decision-making rights
and escalation paths [24][22][26]. Once analytics
has been integrated into the frameworks established
by each governance actor and the organizations, all
governance actors are able to evolve their
governance from a period of merely being an
assurance of decisions based on historical data and
experience, into a more anticipatory, adaptive, and
learning-focused oversight role [23][24]. This
holistic view of analytics continues to be important
in supporting governance systems in volatile,
interdependent, and highly-regulated environments,
wherein the delay in notice of risks, non-aligned
compliant behaviours, and non-aligned decision-
making may have significant and potentially
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damaging strategic, financial,
implications [22][23].

Integrated Risk Compliance Analytics, illustrated in
Figure 3, operates continuously as a governance
function, while reporting operates as a linear
approach. The Data Integration Layer, located in
the centre of the diagram combines disparate data
sources into a single analytical environment. The
Analytical Capabilities Layer analyses the dataset,
establishing risk scores, trends, anomalies, etc.,
producing valuable insights regarding identifying
meaningful patterns and identifying any potential
emerging risks. The Decision Layer utilises the
analytical insights gained from the Analytical
Capabilities Layer to support Steering Committees,
Program Boards and senior management in
evaluating  trade-offs,  determining  priority
interventions and allocating resources based on
those insights. The Framework emphasised the
need for a feedback loop and evolving risk
thresholds, control configurations and analytical
models due to the sophistication of oversight
processes driven by the complexities of programs
and the increasing demands of regulatory agencies.
The Framework also formally connects the
governance mechanisms to analytics and creates a
mechanism for feedback to allow for how
Integrated Risk Compliance Analytics may
facilitate both operational flexibility and strategic

or reputational

alignment.
In addition to the structure of the elements making
up the framework, there are additional

organisational and relational factors that impact the
efficacy of Integrated Risk and Compliance
Analytics. The ability to clearly identify who owns
the analytical output, to have a common
interpretative frame of reference among all forms of
governance actors, and to align the results of
analytics with decision making authority, are all
critical to preventing information overload, or the
symbolic use of data. Without clear evidence of
ownership, common interpretive frames of
reference, and alignment between analytics and
decision-making authority, no matter how
sophisticated the analytics, they will not facilitate
changes in the governance outcomes. Therefore, the
framework indicates that the IRCA is not simply a
technical architecture but a socio-technical
governance capability which requires the alignment
of all programme management, risk, compliance,
and executive oversight efforts for effective
utilisation of Integrated Risk and Compliance
Analytics.  Through this lens, you can
systematically assess how Integrated Risk and
Compliance Analytics impact the processes and
timing related to accountability, escalation, and
decision-making ~ within an  enterprise-wide
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programme in IT, which provides an avenue for
future empirical analysis of the challenges faced by
integrated risk and compliance analytics for
practical design guidance.

5. Discussion: synthesis of integrated risk and
compliance analytics

According to the findings in this study, there is a
clear link between the use of Integrated Risk and
Compliance Analytics (IRCA) and how they
change the way organisations approach Oversight
and Governance for large-scale IT Programmes
[27]. As an analytical tool IRCA provides more
than just increased visibility, it also allows for
ongoing monitoring of Delivery Risk and
Compliance Deviation which enables those
responsible for Governance to proactively intervene
and apply insights to improve Governance
decisions and execution with a higher level of
confidence [28]. The previously identified
framework and challenges with Integrating the
Value of IRCA suggest that the value of Integration
is much more than simply increased Visibility. By
Integrating the Value of IRCA in Large Scale IT
Governance, Government will gain insight into the
Cross-domain Interdependencies that have been
previously hidden in Traditional Governance
arrangements [29].

The synthesis indicates a change in governance
practices from historical backward-looking control-
based approaches to proactive forward-thinking
adaptive stewardship that simultaneously considers
the risk and compliance indicators as a unified
whole rather than separate in the assessment phase
[27][28]. Nonetheless, the comparison also
recognises that the process of performing integrated
analysis on risk and compliance indicators by itself
is insufficient; rather, the effectiveness of this form
of analytical insight into the governance of
organisations is dependent upon an alignment
between the analytical output of risk and
compliance  with  organisational  structural
governance, organisational context and the
decision-making authorities operating within that
structure [29]. Without a delineated owner,
contextual interpretation and feedback mechanisms
in place, analytics that integrates risk and
compliance data will have little impact on
impacting  governance-related decisions, and
therefore runs the risk of being perceived as merely
another form of data [28]. This section synthesises
the insights from the previous two sources by
outlining the analytical contributions of the
integration of risk and compliance analytics to their
overall impact on governance effectiveness and
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provides insights into how analytics-enabled
oversight operates in reality [27][29].

6. Implications

The findings and conceptual advances from this
research have significant implications for both
theory and practice in managing large IT programs.
In addition, This research offers a novel perspective
on integrated risk and compliance analytics as high-
level governance capabilities, demonstrating how
Analytics plays a key role strategically rather than
only as a tool or mechanism of control in
supporting oversight, decision cycles and agility
[30][31]. This research demonstrates that the
continuous insight derived from data can help to
remediate the limitations of fragmented and
retrospective governance models for areas with
complex delivery or challenges associated with
heavy regulation and compliance scrutiny[30][31].
These findings are applicable across a wide variety
of domains including but not limited to IT
governance, enterprise risk management, and
compliance; furthermore, they emphasize the need
to reassess how organizations integrate their
analytic capabilities into their structure [31][30].
Instead of viewing risk and compliance as being
two distinct functions providing assurance, this
research takes a much broader view of how
organizations can leverage the value of analytics by
integrating their respective analytic capabilities
together, creating a more aligned approach to
governing complex IT programs [31][30].

6.1 Theoretical Implications

Theoretical Contribution: This research broadens
our understanding of IT governance and enterprise
risk management by presenting risk and compliance
analytics as an ongoing governance process, rather
than a simple reporting function. Further, this
research builds on the previously -established
literature on governance theory by adding insights
from dynamic capability and information
processing theory to our understanding of how
analytics provide organizations with greater
capabilities to create senses of the uncertainty,
interpret and respond to the uncertain environment
that exists in the market place. Additionally, this
research has addressed a research gap that has
existed in the literature to date, which has primarily
addressed risk management and compliance
oversight as separate issues. Through the
integration of these different areas, we are able to
more fully explain the governance mechanism
existing in large-scale IT projects over time.
Ultimately, this research adds to the body of
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knowledge  related to  analytics-enhanced
governance and identifies the relational and
institutional factors (e.g., decision authority,

interpretive alignment and feedback mechanisms)
that contribute to understanding the effectiveness of
analytics as a source of insight. As a result of this
theoretical  repositioning, there are  future
opportunities to conduct research examining
governance as an adaptive and data-driven
capability that exists within the context of complex
socio-technical systems.

6.2 Practical Implications

In terms of what practitioners can do, this research
has been developed in such a way that practitioners
will be able to understand how they can take
advantage of analytics when they are creating and
maintaining Analytics-Enabled Governance in
relation to large IT programs. Additionally, the
research provides senior executives, sponsors of
programs and governance bodies with the
suggested Framework, so they can easily move
from Silos of Risk and Compliance Reporting to
Integrated Oversight Models (1.O. models) which
are conducive to enable timely intervention. As the
outcomes suggest, aligning the output of the
analytics with the authority and escalation
processes is essential for transforming insights into
actions and thus allows the governance bodies to
act more decisively. Program Management Offices
(PMOs), Risk Functions and Compliance Functions
can all use integrated analytics to rank risks based
on their potential regulatory and Strategic
Implications, as opposed to treating all issues
equally depending on their severity. Lastly, the
Framework illustrates that investment should not
only be made in Data and Analytics Tools, but also
Organizational Capabilities (those things that make
up an organization). In order to have the most
effective use of Integrated Risk and Compliance
Analytics as a  Governance  Capability,
organizations will have to invest in creating
transparency, improving  responsiveness  to
Regulation and the Resilience and Value
Realization of Large-Scale IT Programs.

7. Challenges in implementing integrated risk
and compliance analytics

The problems associated with establishing a leading
framework for information governance through risk
and compliance will not only increase as you grow
but also as you add additional programs to your
program portfolio (multiple states) [32]. This is
primarily due to the volume of data generated by
the growing complexity of the environment in
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addition to the level of risk associated with the
large base of applications, relationships, and
associated governance required to support those
applications [33]. The ability to leverage a
combination of today's advanced data platforms,
real-time data analysis tools, and automated
systems further complicates applying risk and
compliance to these systems as this integration
requires navigating both organizational and
regulatory hurdles that still exist in most
organizations [32]. Traditionally, most risk and
compliance functions have operated independently,
with separate reporting structures, defined areas of
responsibility, and different  professional
philosophies and approaches to share information
and jointly evaluate [33]. Their environment
created barriers to developing an integrated risk and
compliance governance environment; therefore,
these organizations continue to use a methodology
based on periodic assessments, a high degree of
documentation, and stability rather than monitoring
on an ongoing basis [32].The embedding of
analytics into governance therefore necessitates the
cultural and institutional transformation along with
the technical changes which may be opposed by
people who see integrated supervision as an
intrusion, a disruption, or a threat to the existing
power structures [33]. Moreover, extensive IT
projects usually work in a scenario of severe time
and budget constraints, thus, having substantial
pressure to show advances against already
established milestones [32]. In such circumstances,
the decision-makers may favor the schedule and the
visible results over the detailed inquiry, especially
when the analytics question the rosy assumptions or
bring to light the uncomfortable risk signals [33].
This situation further leads to the deployment of
analytics capabilities in a very shallow manner,
resulting in the generation of static dashboards or
compliance reports that are more for demonstrating
or assuring purposes than actually influencing
governance decisions [32]. When analytics are
separated from the decision rights, escalation paths,
and accountability structures, their impact on
program behavior remains minimal [33]. Thus, if
these organizational, cultural, and temporal
constraints are not well understood, integrated risk
and compliance analytics will be regarded as an
add-on rather than a change of positive governance
capability [32][33]. It is thus the recognition of
these issues that makes it possible for researchers to
construct theories of effective governance models
and for practitioners to obtain continuous value
from analytics-assisted oversight in large-scale IT
programs [32].

7.1 Data Fragmentation and Quality Constraints
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One of the most significant challenges that
integrated risk and compliance analytics face is the
data fragmentation throughout the large-scale IT
programs and the varying quality of the data.
Different departments using different systems, data
models, and reporting standards typically generate
and maintain program delivery data, risk indicators,
compliance evidence, and audit artifacts. This
structural fragmentation mirrors the historical
functional boundaries rather than the analytical
requirements which make the integration of data
across domains both technically and institutionally
difficult. Consequently, the building of unified
analytical views usually involves a lot of manual
reconciliation which in turn increases the time
taken and the likelihood of error.

In addition to a fragmentation of data,
governmental analysts are struggling with poor
quality of that data. When the analyst has multiple
definitions for pre-existing risk categories, control
areas, or performance measures, they are uncertain
of what each means to the program. As such, the
inability to create a continuous method of creating
or updating risk registers and compliance
documentation leads to unacceptable delays in the
compliance assessment. This issue is exacerbated
for governmental analysts involved in high-speed
programs as conditions change dramatically
between reporting cycles. An example would be if
the analyst receives multiple conflicting analytical
outputs from analytical systems, they will naturally
lose trust in the analytical process, which may
affect future use of the data-driven insights in
making policy and operational decisions. Until
there are substantial investments in data governance
and standardization of regulatory and policy data,
as well as data quality assurance, integrated
analytics of risk and compliance will likely
continue to produce the very same information
discrepancies or asymmetries.

and Governance

7.2 Organizational Silos

Misalignment

Integrating Risk and Compliance Analytics requires
effective  coordination between Program
Management, Risk Functions, Compliance Teams
and Executive Governance. These parties are often,
however, operating in separate silos due to different
professional norms, goals and accountability.
Program Managers are often only concerned about
delivering programs quickly and with stable scopes;
Risk Functions want only to minimize their
exposure; while Compliance Teams care mostly
about the defensibility of their audits. Because of
these different approaches to risk, it becomes more
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difficult to interpret and apply shared analytical
insights across all of the involved parties.

This problem is compounded by a lack of
governance alignment. Specifically, the decision-
makers regarding when to accept risk, when to
control it, or when to make changes to programs are
frequently divided between many different
governance forums. Therefore, it is often not clear
who is responsible or accountable for the actions of
a given governance forum. As a result, the shared
analytical insights will often move around without
inciting the required actions in a timely manner —
particularly when the recommended action
contradicts a priority or power structure. Because
the wvarious governance forums may receive
analytical outputs without an agreed-upon
framework to interpret them, the various parties
may have different views regarding the severity of
risk, and the importance of compliance.

7.3 Balancing Analytical Sophistication with
Usability

Advancements in technological analytics have
permitted more complex processes of risk
prediction and compliance monitoring. However,
the efficacy of these techniques is centred on how
easy and straightforward they are to use,
understand, and offer insights. Non-analysts (e.g.,
compliance personnel) who work within the
governance framework may become overwhelmed
by the multifaceted analytical models, dense data
visualisation dashboards and verbose technical
outputs. This challenge is even more complex in the
IT-related governance framework as decision-
makers are inundated with data from many sources
and have little time to process and evaluate all
presented data, often in consolidated views.
Analytically complex data analysis may desensitise
decision-makers from utilising strategic judgement
towards technical verification, resulting in a
decrease in the speed of decision-making processes.
Conversely, simplistic models may not adequately
illustrate the complexities of risk and compliance
indicator relationships and dependencies. Should
analytical outcomes not be straightforwardly
interpreted,  governance  stakeholders  may
ultimately not incorporate the analysed data into
their final decision or rely solely on historical usage
indicators among other logical reasoning
mechanisms.

7.4 Cultural Resistance and Change
Management

The use of integrated risk and compliance analytics
creates a technical change, but it can also introduce
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cultural and change management challenges that
are significant in proportion to technical change.
The risk and compliance functions of most
organizations have historically employed a highly
controlled, audit-focused logic, including a strong
focus on document retention, formal approval
processes, and retroactive accountability on the
audit side. Therefore, viewing integrated analytics
as a tool for continuous monitoring creates an
impression that it will take away from the
independence of the risk and compliance
professionals or more broadly create an
environment where the analytics will create a
watchful eye over all members of the programs’
teams. There is significant potential for resistance
to the use of integrated analytics if many people in
the corporate environment view it as a tool to
identify problems and not as a way to learn from
experiences or identify potential solutions to a
problem.

Without strong leadership support and planning for
a change management effort around implementing
integrated risk and compliance analytics, that lack
of support can manifest into a lack of trust in the
analytics produced and prevent any engagement
with  the  analytics. ~ While  governance
representatives may formally accept the delivery of
integrated risk and compliance analytics, they will
rely on their personal judgment as well as their
existing procedures. Therefore, it is important to
effectively promote integrated analytics to create an
opportunity for everyone to develop a common
understanding and work together to solve problems
using integrated analytics rather than a punitive
form of control.

8. Future research directions

This study provides a conceptual framework and an
integrated framework for the analysis of Integrated
Risk & Compliance Analytics within Large IT
projects, as well as highlights the other side of this
area of research that remains in the immature stages
of development and will continue to grow.
Governance using analytics has also yet to be fully
developed and empirically researched, especially
concerning its dynamic nature in complex program
environments, sensitivity to both organisational and
regulatory contexts, and the long-term impact on
governance effectiveness and the
institutionalisation of governance change. The
existing literature is primarily static, tool-based or
capability-based, emphasising the technical
feasibility of analytics and consequently not
providing insights into how analytics are
performed, interpreted and negotiated by different
governance actors over time. Future Digital
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Transformation Initiatives will continue to expand
the breadth, depth and regulatory gaze of their
initiatives, and as a result will require the next
phase of research on Digital Transformation
Initiatives to shift from linear models of control and
compliance to process-based and longitudinal
analyses of how analytics have changed how
governance is performed.

To fully understand how to provide further research
to recognize contextual variances, Integrated Risk
and Compliance Analytical Applications, will have
different efficacies based upon the Industry in
which one is operating, the Frameworks established
within a Regulatory Regime, Organizational
Culture, and Methodological Models of Program
Delivery. Hence, there will be benefits to
conducting a comparison study across sectors to
compare how contextual influences create variances
in Adoption Pathways, Governance Outcomes and
Unintended Consequences. Lastly, empirical
studies must be conducted to assess the Long-Term
Organizational Impact of Analytics-Enabled
Governance with respect to Learning, Trust, Risk
Perception and Compliance Behavior. Future
research should extend, refine and challenge the
insights identified in this paper through the use of
more rigorous theoretical frameworks and empirical
research designs, allowing for an enhanced
framework to support Sustainable Governance in
Large IT Programs.

8.1 Empirical
Inquiry

Validation and Longitudinal

The mixed-methods approach to research will
connect theory to actual experience with both
gualitative and quantitative evidence to create
greater credibility for causal inferences. The
longitudinal case studies will provide further
empirical evidence for the authority to deductively
construct the framework and will also allow for
identifying the point at which Integrated Risk
Compliance Analytic becomes part of the
organization, as well as its evolution through the
organizational lifecycle. Additionally,
understanding the effect of Analytics on Decision-
Making will provide the researcher with insight into
the factors that promote the timely completion of
decisions, the organization's Regulatory
Compliance Performance, and the benefits derived
from implementing a new Regulatory Compliance
Program. The mixed-methods approach will
provide statistical validation of the connection
between the analytical Integration process and the
Regulatory Compliance Program, while
simultaneously providing rich descriptions of the
processes by which the program was developed.
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Thus, by utilizing both methodologies, the
researcher will have a better opportunity to draw
causal Relationships and simultaneously explain to
others through a solid, theoretical Framework the
Establishment of these Relationships.

8.2 Role of Advanced Analytics and Artificial
Intelligence

In addition, upcoming investigations should look
into identifying how emerging analytics and
artificial intelligence techniques expand the breadth
and effectiveness of integrated risk and
compliance-related solutions provided by analytics.
Computational techniques, such as predictive
modeling and machine learning, as well as
unnatural language processing techniques (e.g.,
automated document review technologies), will
allow organizations to identify emerging risk issues
or compliance breaches before they escalate by
providing extensive analysis of vast amounts of
structured and unstructured electronic data,
including audit files, incident descriptions, and
rules/regulations published by the government. The
creation of algorithmic support systems presents
challenges relating to the transparency,
explainability, and responsibility for decisions
made in oversight processes. Upcoming studies
should examine how governance officials create
trust in the analytical models used and how
algorithmic  recommendations  will work in
conjunction with managerial discretion, as well as
how regulators will interpret acceptable use of Al
models to comply with their oversight
responsibilities or requirements.

8.3 Organizational, Cultural, and Institutional
Influences

Another major aspect of this research area is to
understand how organisational/institutional
characteristics affect how successful integrated
analytics are used for risk/compliance. The risk
culture, leadership style, and maturity of the
governing body within an organisation all have
varying levels of influence on how organisations
interpret and use analytics data related to
risk/compliance. To understand how organisations
leverage analytics to respond to external forces
(i.e., government regulation and industry
standards), it is important to apply the Institutional
Theory which provides a framework to measure the
effect of these external influences. Conducting
comparative studies between different industries
and/or regulatory regimes will enhance our
understanding of how contextual factors affect the
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association between integrated analytics and
governance-related outcomes.

8.4 Alignment with Agile and Hybrid Delivery
Models

Ultimately, additional research is required to
explore how Integrated Risk and Compliance
Analytics may be effectively aligned with the
emerging trend of using Agile, Hybrid and Scaled
Digital Delivery Models that are increasingly seen
in large scale IT Programs. These delivery models
challenge the traditional approach to Governance

because they are built around high levels of
Decentralization, Rapid Iteration and Team
Autonomy. Therefore, researchers can consider
how Analytics Enabled Oversight can support
Adaptive Governance models, while avoiding re-
introducing excessive levels of Control and
Bureaucratic Delay. Ultimately, an understanding
of how organizations can maintain a balance
between Flexibility and Control, and the evolution
of Governance Frameworks as a result of the use of
Digital  Technology and Agile Program
environments, could develop from this body of
research.

Table 1. Summary of Prior Research on Risk, Compliance, and Analytics in IT Programs

Research Primary Typical Theoretical Key Key Limitations
Stream Focus Methods Orientation Contribution
IT Program | Identification, Risk Project risk Highlights Largely static and
Risk assessment, registers, theory, critical risk qualitative; limited
Management | and mitigation qualitative contingency categories and ability to capture
of delivery- risk theory escalation risk dynamics and
related risks assessments, challenges in real-time evolution
(e.g., schedule, interviews, large-scale IT
cost, scope, case studies programs
technical risks)
Compliance Ensuring Audits, Institutional Establishes Retrospective and
and adherence to compliance theory, control accountability, control-centric;
Assurance regulatory, checklists, theory auditability, and typically siloed
legal, and control regulatory from program
internal control testing, legitimacy delivery and risk
requirements maturity management
models
IT Monitoring Dashboards, IT governance Improves Focuses primarily
Governance performance, KPIs, theory, agency visibility into on performance
Analytics transparency, scorecards, theory cost, schedule, metrics; limited
and alignment reporting and benefit integration of risk
of IT systems realization and compliance
initiatives signals
Enterprise Aggregation Risk Enterprise risk | Provides holistic, | Weak linkage to
Risk and frameworks, management, enterprise-wide operational and
Management | prioritization | surveys, risk strategic risk risk perspective program-level
(ERM) of heat maps theory execution; often
organizational detached from real-
risks across time analytics
domains
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Table 2. Dimensions of the Integrated Risk and Compliance Analytics Framework

Framework
Dimension

Core Elements

Analytical Focus

Governance
Contribution

Data Integration

Delivery metrics, risk
indicators, control evidence,
audit logs

Data aggregation and
normalization

Unified visibility across
risk and compliance
domains

Analytical Capabilities

Risk scoring, trend analysis,
anomaly detection, early-
warning indicators

Identification and
prediction of emerging
issues

Proactive detection and
prioritization

Governance and
Decision Structures

Steering committees, escalation
thresholds, accountability
mechanisms

Translation of analytics
into decisions

Timely and informed
governance interventions

Feedback and
Adaptation

Learning loops, threshold
recalibration, control
adjustment

Continuous refinement
of analytics and controls

Adaptive and resilient
oversight

Organizational
Alignment

Role clarity, interpretive
alignment, data ownership

Sensemaking and
coordination

Effective use of analytics
in governance processes

Table 3. Synthesis of Integrated Risk and Compliance Analytics Contributions

Analytical
Contribution

Governance Effect

Key Enablers

Associated Challenges

Unified risk and
compliance data

Holistic visibility across
program domains

Data integration platforms,
common data standards

Data fragmentation,
quality issues

Continuous monitoring
and analytics

Early detection of
emerging issues

Real-time data feeds,
analytical models

Information overload,
usability concerns

Cross-domain risk—
compliance insights

Informed prioritization
and escalation

Interpretive alignment,
shared dashboards

Organizational silos,
misaligned incentives

Analytics-informed

Faster and more

Clear decision rights,

Ambiguity in authority,
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decision support consistent governance

actions

escalation thresholds

delayed responses

Feedback and learning
mechanisms

Adaptive and resilient
governance

Learning loops, control

Cultural resistance, change

recalibration management

9. Conclusions

As large-scale IT programmes exist at the nexus of
strategic ambition, technological complexity and
regulatory oversight, effective governance is
critical yet difficult to achieve. This paper has
presented an argument that traditional methods of
managing risk and overseeing compliance through
the use of fragmented governance structures,
periodic reviews and retrospective assurances have
become increasingly misaligned with the dynamic
realities of contemporary IT programmes. To
address these shortcomings, this study introduces
the concept of Integrated Risk and Compliance
Analytics (IRCA) as a governance capability that
provides continuous and data-driven oversight
throughout the lifecycle of a programme. By
synthesising knowledge from various literatures
relating to IT governance, Enterprise Risk
Management and Analytics, we present a
conceptual framework that clarifies how risk and
compliance data can be systematically integrated,
analysed, and incorporated into governance
decision processes. Furthermore, this framework
emphasises the need to link analytical capabilities
to formal oversight structures, whether through the
delegation of authority to make decisions or
through the integration of feedback into future
decision-making processes, which changes the role
of analytics from a reporting function to a proactive
governance tool. This article's contribution to the
literature will improve the theoretical understanding
of how governance functions within uncertainty
and complexity as a consequence of complex
regulatory structures while providing evidence of
the increased effectiveness by utilizing analytics in
an organization's  organizational sensing,
interpreting and responding to issues. Practically
speaking, this paper will assist organizations that
desire greater oversight for their large-scale IT
projects without sacrificing agility in order to
successfully complete their projects on time. By
utilizing IRCA to manage risk in an organization on
an ongoing basis through a proactive approach;
improve the regulatory response to legislation and
better prepare the organization to make more
informed and optimal decisions; and to set a
foundation for the next iteration of IT governance.
In concluding this article, the authors put forth how
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critical IRCA will be in the next generation of IT
governance research.
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